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(54) IVIethod and system for providing easy access to an e-mail account via a mobile 
communication network 



(57) The invention relates to a method an a system 
for providing easy access to an e-mail account, in par- 
ticular a POPS/SMTP e-mail account, via a mobile com- 
munication network (1). According to the Invention the 
method comprises the steps of: providing a mobile ter- 
minal (2) having a generic e-mail configuration with at 
least one default POPS/SMTP server address, setting 



up a connection to a server (5) identified by the default 
P0P3/SMTP server address via the mobile communi- 
cation network (1) using a standard POPS/SMTP proto- 
col; In the proxy server (5): evaluating a user identifica- 
tion based on specific information assigned to the user, 
identifying an user e-mall account assigned to the user 
identification, setting up a connecting to the Identified e- 
mail account of an e-mail system (8). 




FIG.1 



1 



EP 1422 899 A1 



2 



Description 
Field of Invention 

[0001] The invention relates to a method and a sys- 
tem for providing easy access to an e-mail account via 
a mobile communication network. In particular, the In- 
vention relates to a method and a system for providing 
easy access to a P0P3/SMPT e-mail account. 

Background of Invention 

[0002] Mobile access to e-mail accounts has been a 

well-known feature since the introduction of WAP (Wire- 
less Application Protocol) services in digital mobile com- 
munication networks, for example mobile communica- 
tion networks of the GSM type. In commercially availa- 
ble mobile communication temnlnals, especially of the 
higher price segment, P0P3 and SMTP clients are im- 
plemented for direct access to e-mail accounts via 
P0P3 and SMTP servers. 

Figure 1 shows an example of how a user can access 
POPS/SMTP servers via a mobile network 1 with a prop- 
erly configured mobile terminal 2. This requires a knowl- 
edge of the correct POPS/SMTP server address by the 
user. An access to the e-mall account will be granted for 
example with the parameters user name UN and pass- 
word PW which must be input In the mobile terminal 2 
and usually can be stored therein. The parameters are 
transmitted via a base transceiver station 3 of the mobile 
network 1 to an e-mail server 4 containing an appropri- 
ate e-mail account. The configuration of the 
P0P3/SMPT server address and the UN and PW usu- 
ally has to be made manually by the user because it con- 
tains user individual data. This is a common access 
method which can already be used via modern digital 
mobile communication networks. 
[0003] The use of mobile access to e-mail accounts 
is mainly affected by two issues: 

Generally, the mobile terminals are delivered to the 
user without any P0P3/SMTP configurations. In 
this case no P0P3/SMTP communication can be 
built up because the mobile terminal does not know 
which e-mail server to address. The user has to 
configure the mobile tennlnal either manually or 
over the air (OTA) with a set of valid P0P3/SMTP 
parameters. Even users who do already have an e- 
mail account are often lacking infonnation how to 
configure their mobile terminals by programming 
their client parameters, particularly the P0P3 and 
SMTP server addresses of the e-mail account. 
• A large number of mobile temninal users do not have 
any e-maii account. 

Summary of the Invention 



therefore to describe a method and a system which can 
offer users of a mobile communication network easy ac- 
cess to an e-mail account without special knowledge of 
mobile temninal programming or any P0P3 or SMTP pa- 
5 rameters. 

[0005] To achieve these and other objects the present 
invention provides a method and a system according to 
the features of the Independent claims. 
[0006] Further features and prefen-ed embodiments 
10 of the present Invention are provided in the dependent 
claims. 

[0007] According to a preferred embodiment the 
present invention will also offer an automatic registration 
of a new e-mail account to users who wish to do so. The 

^5 automatic registration procedure is easy to use. Ideally, 
the user who requires an e-maii account would be of- 
fered one without any complicated registration proce- 
dures. It is particularly undesirable to require a registra- 
tion via a WEB interface to which the user might not have 

20 access to. So the registration process should be as au- 
tomated and transparent as possible. This could then 
potentially be used as a basis to offer the user an easy 
e-mailing possibility from his mobile terminal, e.g. to 
transmit a video attachment via e-mall. 

25 [0008] The inventive concept can be extended to also 
support the IMAP4 protocol or any Internet markup lan- 
guage front end when connected via a mobile commu- 
nication system. In this case the same principle applies 
as for the P0P3/SMPT protocols. 

30 [0009] The present invention bears some advantages 
compared to the readily available e-mail access proce- 
dures: 

A user specific pre-configuration on the mobile ter- 
35 minal side Is avoided. There are no complex access 
processes or any undesirable security issues re- 
sulting from personalized mobile terminals 2. 
- A generic configuration of mobile terminals, e.g. a 
network operator specific configuration, is provided 
"^0 which gives easy access to the e-mail system. 

Some legacy mobile terminals can be OTA config- 
ured with generic network operator specific e-maii 
configurations. 

Legacy mobile tenninals which cannot be OTA con- 
45 figured would need to be conf igu red manually to the 
network operator specific e-mail configurations. 

[001 0] These and other objects, advantages and nov- 
el features according to the present Invention will be- 
50 come more apparent from the following detailed de- 
scription of a preferred embodiment thereof, when con- 
sidered in conjunction the accompanying drawing, 
where 

55 



[0004] A general object of the present Invention is 
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Brief Description of the Drawing 
[0011] 

Figure 1 shows a block diagram of the system ar- 5 
chitecture for carrying out the invention. 

Description of a Preferred Embodiment of the 
invention 

[001 2J The following description deals with an e-mail 
access via a local POPS/SMTP client in the mobile ter- 
minal 2. Of course client using a IMAP4 or any Internet 
markup language front end when connected via a mo- 
bile communication system may also be used. 

General Principle of Invention: 

[0013] According to the invention the mobile terminal 
2 is pre-configured with a default POPS/SMTP server 
address, e.g. "POP3.domain.tld" and "SMTPdomain. 
tid". The configuration is generic to all mobile terminals 
2 used with a specific mobile communication network 1 
or a specific mobile communication provider, and there- 
fore contains no user specific parameters such as an 
user name UN and a password PW. The P0P3/SMPT 
client of the mobile terminal 2 can be provided with a 
generic UN and PW because in some cases they are 
probably required for the P0P3 protocol. 
[0014] For accessing an e-mail account a communi- 
cation is built up between the mobile terminal 2 client 
and a proxy server 5 via the mobile network 1 using 
standard P0P3/SMTP protocols. The proxy server 5 
knows the temporary IP address assigned to the mobile 
temriinal and can resolve this address into the subscrib- 
er's MSISDN by pulling an IP/MSISDN interface 6. With 
the MSISDN data the proxy server 5 can access a da- 
tabase 7 where the individual UN/PW is stored for each 
MSISDN with an e-mail account. The proxy server 5 
then takes over the communication with the standard 
P0P3/SMTP e-mail server 8 to send/retrieve e-mails of 
the identified e-mail account. 

[0015] According to an alternative embodiment of the 
invention the MSISDN can be used to grant direct ac- 
cess to the user's e-mail account as it is considered to 
be authentic when provided by the mobile communica- 
tion network 1 . 

[001 6] The proxy server 5 can be implemented either 
as an integral part of the e-mail system 8 or as an ex- 
ternal stand-alone part. For certain functionalities like 
the auto-registration mechanism described below, a 
specific, probably proprietary, connection to the e-mail 
system 8 would be necessary. 
[001 7] The POPS/SMTP proxy server 5 can generally 
be implemented to offer access to any P0P3/SMTP 
server 4. A generic auto-registration of e-mail accounts 
is not possible in this case, except if a specific, probably 
proprietary, connection to this e-mail server 4 is given. 



[0018] As mentioned above, the method according to 
the invention makes use of mobile temiinals 2 with a 
generic P0P3/SMTP configuration. The configuration 
contains the P0P3/SMTP server addresses of default 
network operator servers, e.g. "POP3,domain.tld" and 
"SMTPdomain.tId". Mobile temninals 2 are either pre- 
configured on the manufacturer side or network provider 
side with these server addresses or can be configured 
by the user manually or over the air depending on the 
mobile terminal capabilities. No user specific data Is 
contained in the default configuration data. In cases 
where the P0P3 protocol requires a generic UN and PW 
in the temiinal client, a dummy UN/PW can be used. 
The dummy UN/PW have to be unique as the described 
auto registration will be only triggered, if UN/PW are 
properly configured. This is to avoid a generation of new 
e-mail account, if the user inputs a incorrect specific UN/ 
PW combination in the mobile temninal 2 for getting di- 
rect access to a specific e-mail account. 
[0019] According to the invention mobile terminals 2 
with a user specific mobile temninal configuration can 
also be used. User specific UN and PW are typically 
stored in the mobile temninal 2 along with the 
POPS/SMTP server addresses of the e-mail server 8. 
Thus, the mobile terminal 2 is personalized to the user. 
Access to the configured e-mail account(s) will be pos- 
sible irrespective of the SIM card used in the mobile ter- 
minal 2. Several user specific settings and configura- 
tions can be stored in the mobile terminal 2 depending 
on Its capabilities. The user would then select the set- 
tings to be used before starting the communication. In 
this case, the proxy server 5 will be transparent for the 
transmitted date and an access to the requested e-mail 
server will be given by using the user specific UN/PW 
configured in the e-mail client. This provides the user 
with the possibility of accessing an e-mail account which 
Is not associated with his MSISDN. 
[0020] Mobile terminals 2 with a generic and a user 
specific P0P3/SMTP configuration can also be used. 
The user would then select the P0P3/SMPT settings to 
be used before starting the communication. 

User identification: 

[0021] An access to the e-mail account is generally 
achieved by using the P0P3/SMTP protocol with a UN/ 
PW. In case of a generic configuration of the mobile ter- 
minal 2 no user specific UN/PW are available. It Is then 
the task of the P0P3/SMTP proxy server 5 to resolve 
the temporary IP address of the user (IP') into the user's 
MSISDN and subsequently allow access to the e-mail 
system 8 and the user specific e-mail account. 
[0022] The two possibilities of achieving access to the 
users e-mail account are detailed In the following. 

Lookup of UN/PW in a Database: 

[0023] Once the user has been identified by his MSIS- 
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DN, the proxy server 5 can retrieve the respective UN/ 
PW for this MSISDN. The proxy server 5 would then 
communicate with the e-mail P0P3/SMTP servers 8 
with the user's UN/PW. 

The issue with this approach is that the PW would then 5 
need to be stored in plain text in a database. This could 
raise legal and security concerns. 

Usage of MSISDN as UN/PW: 

[0024] Instead of looking up the user's UN/PW, the 
MSISDN can be used as an alternative PW when ac- 
cessing an e-mail account 8 via a mobile network 1 . In 
mobile networks, the user's MSISDN can be considered 
to be authentic thus offering a reliable way to identify 
and authenticate the user. The user would be granted 
access to an e-mail account solely based on his MSIS- 
DN, If and only if the access is achieved via a mobile 
network 1 . In this case the user does not need to have 
or know any UN/PW. 

[0025] If the user wants to access his e-mail account 
via the Internet etc., the MSISDN can not be used as a 
PW substitute in this case since it is public data and 
could be entered by anyone. The e-mail system would 
then need two sets of possible PW: One which would 
be the combination of UN/PW which can be used in any 
case. The other would be the user's MSISDN which 
would be only accepted, if used within an access via a 
mobile network, i.e. its authenticity is validated. 

Automatic Registration of First Time Users: 

[0026] If the user has no e-mail account, the method 
according to the invention provides an auto-registration 
for a new e-mail account. The auto-registration is carried 
out at the first time a user will request access to the e- 
mail system 8, Users who do not have any e-mail ac- 
count can easily registerthemselves with the e-mail sys- 
tem 8. The e-mail system automatically offers an indi- 
vidual e-mail account as soon as a first time user tries 
to access the e-mail service with the generic 
P0P3/SMTP setting stored in his mobile terminal 2. The 
following steps will be carried out then: 
[0027] The P0P3/SMTP proxy server 5 will recognize 
an e-mail server access request from a user by the ge- 
neric POPS/SMTP parameters which it receives from 
the mobile terminal 2. In this case the MSISDN of the 
user is not yet registered in the database 7, i.e. the proxy 
server 5 is not able to retrieve UN/PW entries for the 
user. The proxy server 5 will trigger the e-mail system 8 
to automatically create a new e-mail account for this 
MSISDN. For example the new e-mail account will have 
a default address following the scheme "MSISDN @do- 
main.tld" or the like. The MSISDN will then be stored in 
the proxy server's database 7 as one which is already 
registered for an e-mail account. If necessary, the UN/ 
PW are generated automatically and stored in the data- 
base 7 for UN/PW under this MSISDN. The UN can for 



example be the user's MSISDN. 
Now, the user can send and receive e-mails under the 
new e-mail address from the e-mail system 8. 
UN/PW are not communicated to the user or only on 
request, if the user wishes to change the parameters 
UN/PW. The UN/PW will also be communicated to the 
user, if there is an attempt to access the e-mail account 
via any Internet markup language front end when not 
connected via a mobile communication system. In this 
case the user may type in his MSISDN as UN. The PW 
is then sent to the user's mobile terminal via Short Mes- 
sage Sen/ice (SMS). 

[0028] A regular registration via any Internet markup 
language front end when not connected via a mobile 
communication system is also possible. In this case an 
association of the e-mail account to a valid MSISDN is 
required. This can be done e.g. by sending a challenge 
SMS containing a password to the MSISDN which then 
has to be entered at the front end for validation purpos- 
es. After completing the registration process the ac- 
count will be handled and can be accessed in the same 
way as one that was created with the auto-registration 
process. 

[0029] The user will not be able to receive any e-mails 
unless he has registered for an account, either "manu- 
ally" or via the auto-registration process described 
above. 

Recurrent Access: 

[0030] After registration to the e-mail system 8, the 
user will be Identified by the proxy server 5 by his MSIS- 
DN and will be granted access to his present e-mail ac- 
count either directly or by the UN/PW which are re- 
trieved from the UN/PW database 7 under the user's 
MSISDN. 

[0031] In general, the user is not required to have 
knowledge of his UN/PW, if an access to the e-mail sys- 
tem occurs via the mobile communication network 1 
where the user can be identified by means of his MSIS- 
DN. For an access via Internet the user needs to have 
knowledge of the UN/PW. 

[0032] if the mobile terminal 2 is pre-configured with 
a generic UN/PW combination the user will be auto-reg- 
istered by the proxy server 5 / e-mail system 8 during 
his first time access, or granted access to his e-mail ac- 
count, if already existent, after being identified by his 
MSISDN. 

[0033] If the user uses a correct user specific UN/PW 
combination, but not the generic one, the user will be 
granted direct access to a specific other e-mail account 
4 irrespective of the used SIM card and MSISDN. 
[0034] If the user uses an invalid user specific UN/PW 
combination, e.g. if the user mistypes his user specific 
UN/PW combination, the proxy server 5 will not trigger 
for an auto-registration nor will give access to any e-mail 
account as the UN/PW combination is Incorrect. The us- 
er will be prompted an error message Instead indicating 
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List of Reference Numerals and Abbreviations 



[0038] 



5 1 


Mobile Communication Network 


2 


Mobile Terminal 


3 


Base Transceiver Station 


4 


E-mail Account 


5 


Proxy Server 


10 6 


Pull Interface 


7 


Database 


8 


E-mail system (account) 



IMAP4 


Internet Message Access Protocol 4 


15 MSISDN 


Mobile Subscriber ISDN number 


OTA 


Over tlie air 


POPS 


Post Office Protocol 3 


PW 


Password 


SIM 


Subscriber Identification Module 


20 SMTP 


Simple Mail Transfer Protocol 


SSL 


Secure Socket Layer 


UN 


User name 


WAP 


Wireless Application Protocol 
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Claims 



that the UN/PW combination is invalid. 
P0P3/SSL and SMTP/SSL: 

[0035] The proxy server 5 can also support 
P0P3/SSL and SMTP/SSL access, if required. The se- 
cure SSL connection must be decoded at the proxy 
server 5 side and re-encoded by the proxy server 5 to 
communicate with the e-mail system 8. If the proxy serv- 
er 5 is not implemented as an integral part of the e-mail 
system 8 there will be no end to end security. 

Deletion of Unused E-mail Accounts: 

[0036] The provision of e-mail accounts has a com- 
mercial aspect since licensing is typically made on a per 
account and monthly basis. Since the registration for an 
e-mail account is facilitated to a large extent it is impor- 
tant to have a concept for deletion of e-mail accounts 
which are not used anymore in order to cut costs. 
After a predefined time period, e.g. one month, has 
elapsed without activity from the user on his e-mail ac- 
count where the Identification of the user has been 
through his MSISDN, the association of the MSISDN 
with the user's account can optionally be removed and 
the MSISDN is deleted from his profile. Subsequently, 
the user's account is considered to be an unused e-mail 
account which should be deleted after a predefined 
time. 

Fixed Subscriber ID: 

[0037] Throughout the document the use of the sub- 
scriber's MSISDN is assumed for user identification and 
as a default alias for the e-mall address. The problenfi 
with the MSISDN Is that it is subject to the network op- 
erator's business processes. For example, after the 
subscriber's contract has been deleted the MSISDN will 
typically be reused after a certain period of time. The 
new subscriber with the reused MSISDN would then re- 
ceive e-mails for the former subscriber. This could lead 
to confusion and potential data privacy Issues. Similar 
scenarios will occur when a user changes his MSISDN 
within a contract. 

To address this problem, a fixed subscriber-ID instead 
of the user's MSISDN can be used. The subscriber-ID 
should be unique to the subscriber, never be reused, 
and cover all network operator's internal business proc- 
esses regarding MSISDN. The only disadvantage of this 
workaround Is that the default alias for the e-mail ad- 
dress will then be a cryptic number instead of an appeal- 
ing MSISDN which would be easier to remember. The 
user has in any case the option to chose an alias of his 
own, so this should not be a major disadvantage. 



1 . Method for providing access to an e-mail account. 
In particular a P0P3/SMPT e-mail account, via a 
mobile communication network (1), comprising the 
steps of: 

providing a mobile terminal (2) having a generic 
e-mall configuration with at least one default 
P0P3/SMPT server address, 
setting up a connection to a sen/er (5) identified 
by the default P0P3/SMPT server address via 
the mobile communication network (1) using a 
standard P0P3/SMPT protocol, 
In the proxy server (5): 

evaluating a user identification based on 
specific Information assigned to the user, 
identifying an user e-mail account as- 
signed to the user identification, setting up 
a connection to the Identified e-mail ac- 
count of an e-mail system (8). 

2. Method according to claim 1 , characterized in that 
it also supports IMAP4 protocol and any Internet 
markup language front end when connected via a 
mobile communication system. 

3. Method according to one of the preceding claims, 
characterized In that the specific Information com- 
prises an IP-address temporarily assigned to the 
user's MSISDN. 
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4. Method according to one of the preceding claims, 
characterized In that the user identification com- 
prises an international mobile subscriber number 
MSISDN. 

5. Method according to one of the preceding claims, 
characterized in that the user identification com- 
prises an individual identification number. 

6. Method according to one of the preceding claims, 
characterized in that the step of evaluating of the 
user identification comprises the step of interrogat- 
ing a database (6) based on the specific informa- 
tion. 

7. Method according to one of the preceding claims, 
characterized In that the step of identifying the e- 
mail account comprises the step of retrieving a user 
name UN and a password PW assigned to the user 
identification by interrogating a database (7). 

8. Method according to one of the preceding claims, 
characterized in that the step of setting up a con- 
nection to the e-mail account comprises the step of 
transmitting the e-mail address, the user name UN 
and the password PW to the e-mail system (8) 

9. Method according to one of the preceding claims, 
characterized in that an identification and authen- 
tication of the user is provided by the authentication 
procedures of the mobile communication network 
(1). 

10. Method according to one of the preceding claims, 
characterized in that on a identification of a spe- 
cific e-mail account via UN/PW, the server (5) trans- 
parently transmits the message to the addressed e- 
mail system/account (8). 

11. Method according to one of the preceding claims, 
characterized in that on the first access request of 
a user identification unknown to the server (5), the 
server (5) automatically creates a new e-mail ac- 
count for said user identification. 

12. Method according to one of the preceding claims, 
characterized in that the step of identifying a 
P0P3/SMPT e-mail account comprises the steps 
of: 



mail account together with the corresponding 
user identification in the database (7). 

13. Method according to one of the preceding claims, 
5 characterized in that a regular registration via any 

Internet markup language front end when not con- 
nected via a mobile communication system is pro- 
vided by sending a challenge SMS to the MSISDN, 
the challenge SMS containing a password which 
10 then has to be entered at the front end for validation 
purposes for the registration of a e-mail account. 

14. System for providing access to a e-mail account, in 
particular a P0P3/SMPT e-mail account, via a mo- 

15 bile communication network (1), comprising: 

a mobile terminal (2) having a generic e-mail 
configuration with at least one default 
P0P3/SMPT server address, 

20 a server (5) connected to the mobile communi- 

cation network (1) to which the default 
P0P3/SMPT server address is assigned, 
means for evaluating a user identification 
based on specific infomriation assigned to the 

25 user or the mobile temninal (2), 

means for identifying an e-mail account as- 
signed to the user identification, and 
an e-mail system (8) comprising the identified 
e-mail account. 

30 

15. System according to claim 14, characterized in 
that the server (5) is part of the e-mail system (8). 

16. System according to claim 14, characterized in 
35 that the server (5) is part of the mobile communica- 
tion network (1). 

17. System according to claim 14, characterized in 
that the server (5) is a standalone system. 

40 

1 8. Mobile terminal for providing access to an e-mail ac- 
count, in particular a P0P3/SMPT e-mail account, 
via a mobile communication network (1), charac- 
terized in that it comprises a generic e-mail con- 

45 figuration with at least one default P0P3/SMPT 
server address. 

19. Mobile terminal according to claim 18, character- 
ized In that the e-mail configuration includes a de- 
fault user name UN and password PW. 
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Interrogating a data base (7) whether there is 
already an registered e-mail account for the 
presented user identification, and 
If there is no e-mail account for the user identi- 
fication, 55 
Creating a new e-mail account in the e-mail 
system (8), 

Storing the user specific parameters for the e- 
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